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Information Commissioner’s Office

Data Protection Impact Assessment
(CoPilot)

Cloud computing is a method for delivering information technology (IT) services in which resources are
retrieved from the Internet through web-based tools and applications, as opposed to a direct connection to a
server at the school. Church of the Ascension operates a cloud-based system. As such Church of the
Ascension must consider the privacy implications of such a system. The Data Protection Impact Assessment
is a systematic process for identifying and addressing privacy issues and considers the future consequences
for privacy of a current or proposed action.

Church of the Ascension recognises that moving to a cloud service provider has a number of implications.
Church of the Ascension recognises the need to have a good overview of its data information flow. The Data
Protection Impact Assessment looks at the wider context of privacy taking into account Data Protection Law
and the Human Rights Act. It considers the need for a cloud-based system and the impact it may have on
individual privacy.

The school needs to know where the data is stored, how it can be transferred and what access possibilities
the school has to its data. The location of the cloud is important to determine applicable law. The school will
need to satisfy its responsibilities in determining whether the security measures the cloud provider has taken
are sufficient, and that the rights of the data subject under the UK GDPR is satisfied by the school.

Church of the Ascension aims to undertake this Data Protection Impact Assessment on an annual basis. A
Data Protection Impact Assessment will typically consist of the following key steps:

1. Identify the need for a DPIA.

2. Describe the information flow.

3. Identify data protection and related risks.

4. Identify data protection solutions to reduce or eliminate the risks.
5. Sign off the outcomes of the DPIA.
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Step 1: Identify the need for a DPIA

Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful
to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a
DPIA.

What is the aim of the project? — The introduction of Microsoft Copilot across The Elements Diocesan Trust
represents a significant advancement in how digital technology can enhance teaching, learning, and
operational efficiency. By embedding artificial intelligence (Al) directly into familiar Microsoft 365 tools,
including Word, Excel, PowerPoint, Outlook, and Teams, Copilot enables staff to perform everyday tasks
more effectively, reducing workload and improving productivity while maintaining the highest standards of
privacy and data protection.

This initiative, delivered and supported by Advanced IT Services (AIT) as the Trust’s Managed Service
Provider, is founded on the principle of working smarter, not harder. Copilot provides intelligent support
within the secure Microsoft 365 education environment; summarising meeting notes, drafting policy
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documents, generating lesson ideas, or analysing attendance trends, all in seconds and without data leaving
the Trust’s controlled Microsoft tenant.

The project’s purpose is to empower staff at all levels. For teaching staff, it means more time for classroom
engagement, curriculum development, and pupil wellbeing. For administrative and leadership teames, it
means faster communication, streamlined workflows, and more accurate data analysis to inform strategic
decisions. Together, these improvements support the Trust’s overarching goal of delivering better outcomes
for children through more efficient, evidence-based, and responsive educational practice.

AIT is committed to ensuring that this deployment is carried out securely, ethically, and transparently, in full
compliance with UK GDPR, DfE data protection standards, and Keeping Children Safe in Education (KCSIE)
guidance. The solution is implemented using Microsoft’s enterprise-grade security framework, governed by
the Trust’s internal policies, including the Data Protection Policy and Data Retention Policy and supported by
AlT’s ISO 27001-aligned security and governance controls.

Comprehensive oversight is in place to ensure that Copilot’s introduction enhances, rather than
compromises, the Trust’s existing data protection posture. This includes strict role-based access controls,
data loss prevention (DLP) policies, sensitivity labelling, and clear user guidance on responsible and ethical Al
use.

In summary, this project reflects the Trust’s commitment to innovation balanced with responsibility. The
deployment of Microsoft Copilot is not only a technological enhancement but also an opportunity to
strengthen the culture of security, accountability, and professional excellence across all schools within The
Elements Diocesan Trust, ensuring that every efficiency gained ultimately contributes to the wellbeing and
success of pupils and staff alike.

Step 2: Describe the processing

Describe the nature of the processing: how will you collect, use, store and delete data? What is the source
of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or
other way of describing data flows. What types of processing identified as likely high risk are involved?

The rollout of Microsoft Copilot will primarily involve the processing of personal data belonging to staff users
across The Elements Trust, as it integrates with Microsoft 365 services such as Outlook, Teams, Word, Excel,
and SharePoint.

This may include:

Teaching staff

Support and administrative staff

Senior leaders and Trust-level personnel

In limited circumstances, student data may be processed — for example, where a document, spreadsheet, or
email includes identifiable pupil information and is accessed or summarised by Copilot. This will typically only
occur in the context of lesson planning, reporting, safeguarding logs, or internal communications already
handled within M365.
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The Privacy Notices (pupil and workforce) for the school provides the lawful basis of why the school collects
data.

How will you collect, use, store and delete data? — Personal data will be processed by Microsoft Copilot
within the Trust’s secure Microsoft 365 environment, in line with existing permissions, data governance, and
access controls.

When a user interacts with Copilot — for example, by asking it to draft a summary, generate a document, or
respond to an email — the tool analyses content from the user’s authorised data sources such as Word
documents, Excel spreadsheets, Teams chats, Outlook inboxes, or SharePoint folders.

Copilot uses this data in real time to generate outputs on demand. It does not store, duplicate, or retain
personal data outside of the Trust’s tenancy. The processing is:

Contextual — Copilot only uses data that the logged-in user already has permission to access

Transient — The data is processed in-session; outputs are generated in response to prompts and can be
edited or deleted by the user

Governed — All data remains subject to the Trust’s Microsoft 365 compliance controls, including audit logs,
retention policies, and role-based access

Copilot itself does not learn from individual user interactions or use Trust data to train its models. It uses
large language models hosted by Microsoft, but all processing of Trust data takes place within Microsoft's
enterprise-grade infrastructure with data residency in the UK or EEA.

In practice, this means personal data is processed securely, lawfully, and in a way that enhances the user’s
experience without altering the nature or location of the data itself.

What is the source of the data? — Microsoft Copilot processes data already stored and accessed within the
Trust’s existing Microsoft 365 environment. It does not generate or extract new personal data but instead
works with content that users have permission to access across services like Outlook, Word, Excel, Teams,
OneDrive, and SharePoint.

Depending on the task, the following types of personal data may be processed:
Staff personal data such as names, email addresses, job titles, meeting notes, calendar entries, and internal
communications

Pupil data where included in lesson plans, safeguarding logs, spreadsheets, assessment trackers, or emails,
this may include names, year group, class, SEN status, or attendance data

Parental information where relevant, such as names and contact details included in letters or case notes
It's important to emphasise that Copilot does not access data beyond the user’s own permissions. For
example, if a member of staff could not previously view a file or record, they will not be able to retrieve or
summarise it using Copilot.

Copilot draws on existing data, with no external input or sharing beyond the Trust’s secure M365 tenancy. All
processing remains within the scope of the Trust’s current data protection policies and user roles.
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Will you be sharing data with anyone? — 1. The ELEMENTS Trust (Data Controller)

The ELEMENTS Trust is the data controller. It determines the purpose and means of processing personal data
within the Microsoft 365 environment, including the deployment and configuration of Copilot. The Trust is
responsible for ensuring that data is processed lawfully, transparently, and securely in line with the UK GDPR
and internal policies.

2. Microsoft Ireland Operations Ltd (Data Processor)

Microsoft, via its enterprise cloud services, acts as a data processor. It hosts and delivers Copilot within the
existing Microsoft 365 infrastructure, processing data only on behalf of and under instruction from the Trust.
Microsoft does not use Elements Trust data to train Copilot’s underlying language models and provides
contractual commitments regarding data residency, access controls, and security via the Microsoft Data
Protection Addendum.

3. Trust Staff (Authorised Users)

Trust staff members are authorised users and data handlers. They initiate Copilot prompts and are
responsible for reviewing and validating any outputs generated. Staff are also expected to follow data
protection best practice, including safeguarding sensitive content and adhering to access restrictions.

4. IT Support Provider : AIT

AIT may have limited access for configuration or troubleshooting purposes. Any such support will take place
under a formal agreement with the Trust and be subject to data processing restrictions.

No third-party sub-processors are involved beyond Microsoft’s established infrastructure unless explicitly
authorised and documented by the Trust. At no point is data shared with external Al platforms or non-
Microsoft services.

What types of processing identified as likely high risk are involved? — The use of Microsoft Copilot involves
high-risk processing under UK GDPR Article 35 due to the use of new Al technologies capable of accessing
and analysing large volumes of organisational data (emails, documents, chats, calendars). In an education
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context, this may include personal and sensitive data relating to pupils, staff and parents — including

potentially safeguarding-related information. Such processing presents risks of:

unintended disclosure or inference from combined data sources,
reliance on Al-generated content influencing staff decisions,
loss of confidentiality or accuracy,

cloud-based dependency on a third-party processor (Microsoft).

Given that pupils are a vulnerable group and the data processed may relate to safeguarding or wellbeing, this
processing is treated as likely high risk in line with ICO guidance, DfE data protection standards and KCSIE

requirements.

Mitigations by AIT (MSP):

Ensuring Copilot is deployed within the Microsoft 365 education tenant under strict access and role-
based permissions.

Configuring data loss prevention (DLP), sensitivity labels and conditional access policies to prevent
unauthorised data exposure.

Restricting Copilot access to approved users and ensuring prompts/responses remain within the
Trust’s Microsoft 365 environment.

Reviewing Microsoft’s Data Processing Addendum to confirm UK GDPR compliance and data
residency controls.

Conducting regular audits, access reviews and user training on responsible Al use, accuracy checks
and safeguarding of information.

Applying the Trust’s existing Data Protection and Retention Policies to all processing activities.

These technical and organisational measures significantly reduce the residual risk and ensure Copilot’s

deployment supports educational and administrative purposes safely and lawfully.

Describe the scope of the processing: what is the nature of the data, and does it include special category or
criminal offence data? How much data will you be collecting and using? How often? How long will you keep
it? How many individuals are affected? What geographical area does it cover?

What is the nature of the data? — The data processed by Microsoft Copilot reflects information already
stored within the Trust’s Microsoft 365 environment. This includes:

personal data relating to staff, pupils, and parents or carers (such as names, contact details, roles,
attendance, and communication records);

operational and administrative data such as lesson materials, reports, meeting notes, and internal
correspondence;

information generated through Trust activities, which may occasionally include safeguarding or
wellbeing references.

Copilot does not create new datasets but can access existing files, emails, chats and other data
sources via Microsoft Graph to generate contextual responses.
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Special Category data? — There is potential for special category data (as defined under Article 9 UK GDPR) to
be accessed by Copilot where such information already exists within Trust systems. This may include data
relating to:

- health, SEND or wellbeing;

- ethnicity or religious beliefs;

- trade union membership;

- or other sensitive personal information recorded for educational or safeguarding purposes.

It is not intended that Copilot will process criminal offence data, although limited references to behaviour or
safeguarding incidents may be contained in existing documents.

Controls:

Access is restricted through role-based permissions, sensitivity labels, and data loss prevention (DLP)
measures managed by Advanced IT Services (MSP). These ensure any special category or safeguarding
information is handled lawfully, proportionately, and in accordance with the Trust’s Data Protection and
Retention Policies.

How much data is collected and used and how often? — Microsoft Copilot does not create or store new
copies of data. It works with information already held within The Elements Trust’s Microsoft 365 tenancy,
meaning all data retention is governed by the Trust’s existing retention schedules and data protection
policies

The Copilot tool processes data in real time, generating responses or insights based on content the user
already has access to. These interactions are temporary and not stored separately by Copilot itself.

How long will you keep the data for? — Microsoft Copilot does not create or store new copies of data. It
works with information already held within The Elements Trust’s Microsoft 365 tenancy, meaning all data
retention is governed by the Trust’s existing retention schedules and data protection policies

The Copilot tool processes data in real time, generating responses or insights based on content the user
already has access to. These interactions are temporary and not stored separately by Copilot itself.

Scope of data obtained? — Microsoft Copilot operates within the Trust’s secure Microsoft 365 education
tenant and draws upon data sources that users already have permission to access, such as:

- emails, documents, chats, calendars and Teams content;

- SharePoint and OneDrive files;

- other Microsoft 365 applications connected through Microsoft Graph.

The scope of data accessed by Copilot is therefore limited to the content and permissions already granted to
individual users within the Trust’s Microsoft 365 environment. Copilot does not access or retrieve data from
external or unauthorised systems.
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Data processed through Copilot remains within the Microsoft 365 service boundary and is subject to the
same organisational, technical and retention controls as existing Trust data. Any content generated or used is
retained only in line with the Trust’s Data Retention Policy, ensuring that personal data is not stored or
retained longer than necessary.

AIT ensures access control, auditing, and data loss prevention measures are in place to limit the scope of
processing and maintain compliance with UK GDPR principles of data minimisation, purpose limitation, and
storage limitation.

Describe the context of the processing: what is the nature of your relationship with the individuals? How
much control will they have? Would they expect you to use their data in this way? Do they include children
or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel
in any way? What is the current state of technology in this area? Are there any current issues of public
concern that you should factor in? Are you signed up to any approved code of conduct or certification
scheme (once any have been approved)?

The school provides education to its students with staff delivering the National Curriculum

What is the nature of your relationship with the individuals? — The Trust processes personal data in its role
as a Data Controller for pupils, parents, carers, and staff. Microsoft acts as a Data Processor under the Trust’s
instruction through its Microsoft 365 Education platform.

The relationship with individuals is educational and administrative — data is processed to support teaching,
learning, communication, and operational efficiency. Advanced IT Services (MSP) acts as a Data Processor /
Sub-Processor responsible for managing configuration, security, and compliance of the Microsoft
environment on behalf of the Trust.

How much control will they have? — Individuals retain their data subject rights under UK GDPR, including
access, rectification, restriction, and objection. However, as Copilot processes existing organisational data
under legitimate educational interests, individuals will not have direct control over how Copilot operates.
Transparency is maintained through privacy notices, and any data generated or processed by Copilot remains
within the Trust’s controlled Microsoft 365 environment. Access is governed by strict role-based permissions
managed by Advanced IT Services.

Do they include children or other vulnerable groups? — Yes. The Trust processes data relating to children,
young people, and staff involved in their care or education, who are considered vulnerable groups under
KCSIE and DfE guidance.

Accordingly, heightened safeguards are applied to ensure appropriate use, access control, and monitoring of
Copilot’s deployment. Advanced IT Services supports the Trust by enforcing least-privilege access and DLP
configurations to protect safeguarding and sensitive information.

Are there prior concerns over this type of processing or security flaws? — There are no known material
security flaws specific to Microsoft Copilot within Microsoft 365 Education at this time. However, the ICO and
wider data protection community have noted general risks associated with generative Al, including
inadvertent data exposure, biased outputs, and over-reliance on Al-generated content.

Microsoft provides clear documentation on Copilot’s privacy and security design, and Advanced IT Services
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ensures ongoing risk assessments, patching, access audits, and monitoring in line with ISO 27001 and Trust
data protection requirements.

ELEMENTS TRUST recognises that moving to a cloud-based solution raises a number of General Data
Protection Regulations issues as follows:

Lawfulness, fairness and transparency

We must identify a Confirm and document the Low DPO
lawful basis for lawful bases for processing,
processing. primarily:

Article 6(1)(e) — Public Task
Article 6(1)(c) — Legal
Obligation (where relevant)
Article 6(1)(f) — Legitimate
Interests (for limited internal
purposes)

Where special category
data may be processed
incidentally (e.g. in
safeguarding content), rely
on Article 9(2)(g) —
Substantial Public Interest
Include lawful basis details
in the DPIA and update
relevant privacy notices
Ensure all staff understand
the boundaries of Copilot use
via training and acceptable
use guidance

Processing must be Update staff and parent- Low DPO

fair. facing privacy notices to
explicitly reference the use of
Microsoft Copilot as part of
Microsoft 365
Provide clear internal
communications and training
for staff on how Copilot
works, what data it can
access, and appropriate use
Include Copilot in the
Trust’s acceptable use and
data protection policies
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Data subjects have
a right to be
informed.

Data Subjects must
be able to exercise
their rights under
data protection
laws.

processed in line with
existing permissions and
never used to make
automated decisions
Review this DPIA annually
or if Copilot functionality
expands

Update staff and parent Low
privacy notices to include
specific reference to the use
of Microsoft Copilot

Publish a plain English
summary statement
explaining how Copilot
interacts with data and how
it does not replace human
decision-making

Provide staff training and
FAQs to support
transparency and help
answer queries from data
subjects

Ensure that internal
policies and DPIAs are
publicly accessible or
available on request

Include Copilot in any new-
staff onboarding or data
protection briefings

Ensure that data processed Low
via Copilot remains accessible
through standard Microsoft
365 tools (e.g. audit logs,
search, and eDiscovery)
Provide clear staff training
on how to respond to subject
access requests (SARs) or
rights requests involving
Copilot-generated content
Confirm that Copilot
outputs (e.g. draft
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. . Mitigation actions that must

Description of risk ,
be carried out
summaries or email
suggestions) are only
retained if the user chooses
to save them — and are
subject to normal data
governance rules
Keep Copilot within the
scope of the Trust’s existing
data rights handling
procedures, with DPO
oversight and escalation
where required
Ensure that no automated
decision-making or profiling
is carried out that would
trigger additional data rights
requirements under Article
22

Purpose limitation

Personal data must

be collected for

specified, explicit

and legitimate

purposes and not

further processed

in a manner that is

incompatible with

those purposes

Data adequacy, relevancy and minimisation

Personal data Ensure Microsoft Copilot is Low

processed must be only enabled for staff users

adequate, relevant within the existing Microsoft

and limited to what 365 environment, and not

is necessary in rolled out for broader use

relation to the without a clear use case

purposes for which Provide training and

they are processed. guidance to staff on
appropriate and purpose-
limited use — including
examples of what would
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Mitigation actions that must

Description of risk :
P be carried out

constitute inappropriate use
(e.g. summarising pupil data
unrelated to their role)
Confirm that Copilot does
not override file permissions
— data is only processed in
line with existing access and
role-based controls
Document Copilot’s
purpose in the Trust’s privacy
notices, DPIA, and Acceptable
Use Policy

Keep functionality under
review as part of regular
policy and DPIA updates,
especially as Microsoft adds
new features

Accuracy

The trust is Maintain robust data
responsible for quality assurance processes
ensuring personal in core systems such as MIS,
data is accurate HR, and SharePoint, which
and up to date are the primary data sources

Copilot interacts with
Provide staff guidance on
reviewing and verifying any
content Copilot generates
before using or sharing it
Ensure that Copilot
outputs are always reviewed
by a human before being
published or relied upon for
operational decisions
Continue regular data
audits and clean-up cycles,
particularly for pupil records
and shared documents
Incorporate accuracy
checks into data protection
training and Trust-level
reviews
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Description of risk

Storage limitation

Personal data
should not be
processed for
longer than
required.

Risk rating after
mitigations have been
carried out

Mitigation actions that must
be carried out

Confirm that Microsoft Low
Copilot does not store
personal data independently
— it processes data in-
session and only uses files
the user already has access to
Ensure that all data
retention continues to be
governed by the Trust’s
Microsoft 365 retention
policies, as set in Purview or
via retention labels

Integrity and confidentiality (security)

Personal data must
be processed in a
manner that
ensures
appropriate
security of the
personal data,
including
protection against
unauthorised or
unlawful
processing and
against accidental
loss, destruction or
damage, using
appropriate
technical or
organisational
measures

Accountability

All parties have
responsibilities to
account for their

Confirm that Copilot Low
respects existing role-based
permissions — users can only
access data they are already
authorised to see within
Microsoft 365

Provide clear staff training
on safe Copilot use, including
examples of inappropriate
prompts (e.g. attempting to
summarise confidential
safeguarding logs outside
their role)

Maintain Microsoft 365's
multi-factor authentication,
conditional access policies,
and encryption for all stored
and in-transit data

Ensure this DPIA is formally Low
reviewed, approved, and
referenced in the Trust’s
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Person/role

Risk rating after
. . Mitigation actions that must . g aft responsible and if
Description of risk . mitigations have been .
be carried out . applicable, date of
carried out

completion

data protection central data protection
practices. This DPIA documentation

and the documents Keep an audit trail of policy
referred/linked to  updates, staff training, and

in this document any stakeholder

form part of the communications relating to
accountability the Copilot rollout
practices of the Maintain a live log of
school. product updates or scope

changes and review data
protection implications at
regular intervals

Describe the purposes of the processing: what do you want to achieve? What is the intended effect on
individuals? What are the benefits of the processing — for you, and more broadly?

The purpose of processing through Microsoft Copilot is to enhance the efficiency, accuracy, and quality of
both administrative and classroom-based work across The Elements Trust. By integrating Al capabilities
directly within Microsoft 365 applications, the Trust aims to reduce repetitive workload, streamline
communication, and support more informed, data-driven decision-making.

Copilot assists staff by generating summaries, drafting documents, analysing data trends, creating teaching
materials, and improving reporting - all within the secure Microsoft 365 environment. The goal is to
empower staff to spend less time on manual tasks and more time on teaching, pastoral care, and student
engagement.

Intended effect on individuals

For staff, the intended effect is a reduction in workload, greater efficiency, and enhanced support for
professional practice. Copilot provides intelligent assistance that helps users work more effectively without
replacing human judgment or decision-making.

For pupils and families, the intended effect is indirect but positive — improved lesson quality, more
responsive support systems, and increased teacher availability and wellbeing, all contributing to better

learning outcomes and a stronger safeguarding culture.

Benefits of the processing

For the Trust and its schools:
- Increased productivity and reduced administrative burden.
- Improved consistency and accuracy in documentation, communication, and reporting.
- Enhanced use of data to support educational planning and strategic decision-making.
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- Better use of existing Microsoft 365 licensing and infrastructure, ensuring value for money and
strong data governance.

For individuals and the wider community:
- More effective teaching and learning experiences.
- Greater staff satisfaction and retention through reduced workload.
- Improved operational oversight and accountability.
- Enhanced trust and transparency through secure, compliant, and responsible use of Al.

Overall, the purpose of the processing is to deliver tangible educational and operational benefits while
maintaining full compliance with UK GDPR, DfE data protection standards, KCSIE, and the Trust’s internal
Data Protection and Retention Policies.

Step 3: Consultation process

Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views
— or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do
you need to ask your processors to assist? Do you plan to consult information security experts, or any other
experts?

Given the limited privacy impact on individuals and the fact that Microsoft Copilot operates within the
Trust’s existing Microsoft 365 environment, a full public consultation is not considered necessary at this
stage. However, the Trust will engage key internal stakeholders to ensure transparency and accountability
throughout the rollout.

Consultation will include:
- The Trust’s Data Protection Officer (DPO) — to review data protection compliance and advise on
mitigation measures.
- SLT and administrative representatives — to gather feedback on operational use and staff experience.
- AIT - as the Trust’s Managed Service Provider, to provide technical assurance, security configuration,
and risk mitigation advice. Also to confirm that deployment aligns with ISO 27001 controls and the
Trust’s Data Protection and Retention Policies.

Should significant changes to the processing or scope occur, the Trust will review the need for wider
consultation with staff, parents, or governors to maintain transparency.

Step 4: Assess necessity and proportionality

Describe compliance and proportionality measures, in particular: what is your lawful basis for processing?
Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How
will you prevent function creep? How will you ensure data quality and data minimisation? What information
will you give individuals? How will you help to support their rights? What measures do you take to ensure
processors comply? How do you safeguard any international transfers?
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The processing of personal data through Microsoft Copilot is underpinned by the same lawful bases that
apply to The Elements Trust’s broader use of Microsoft 365. Copilot does not introduce new data types or
processing purposes — it simply enhances how authorised users interact with existing content.
The primary lawful bases for processing are:

e UK GDPR Article 6(1)(e) — Public Task

The processing is necessary for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller.
As a publicly funded educational trust, The Elements Trust is responsible for delivering high-quality education
and running efficient, compliant school operations. Copilot supports this by enabling staff to manage
communications, plan lessons, prepare reports, and perform administrative tasks more effectively.

e UK GDPR Article 6(1)(c) — Legal Obligation

Where Copilot is used to access or process data for safeguarding, health & safety, or regulatory reporting,
the processing is also supported by the Trust’s legal duties under education law, safeguarding legislation, and
data protection compliance.

e UK GDPR Article 6(1)(f) — Legitimate Interests (in limited cases)

In certain operational scenarios (e.g. internal reviews, trust-wide reporting, or drafting non-statutory
guidance), processing may also be supported by the Trust’s legitimate interests in maintaining effective
communication and governance.
However, this is always balanced against the rights and expectations of the data subject, and data
minimisation remains key.
No special category data is intentionally processed by Copilot, but where incidental access occurs (e.g. in
safeguarding documentation), this would be supported by:

e UK GDPR Article 9(2)(g) — Substantial Public Interest
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Step 5: Identify and assess risks

Describe source of risk and nature of potential impact on
individuals. Include associated compliance and corporate risks
as necessary.

Likelihood of
harm

Severity of
harm

Overall risk

Unintended disclosure or overexposure of personal data
Nature of risk: Copilot may surface or summarise data from
across Microsoft 365 (emails, Teams, OneDrive, SharePoint)
that users can technically access, but which was not intended
for wider viewing. This could lead to accidental disclosure of
confidential or sensitive information.

Mitigation: AIT will apply strict access controls, data loss
prevention (DLP) policies, and sensitivity labels within
Microsoft 365 to prevent unauthorised exposure. Users will
receive clear guidance on responsible data access and sharing.

Inaccurate or misleading Al-generated outputs

Nature of risk: Copilot’s Al responses may contain errors or
partial information. If relied upon without verification, this
could lead to incorrect conclusions or misinformed decisions
about pupils or staff.

Mitigation: AIT can provide staff training and awareness
materials emphasising the need to verify all Al-generated
content. Controls will ensure Copilot operates only within the
Trust’s secure Microsoft tenant, with monitoring for unusual
activity or data misuse.

Processing of special category or safeguarding-related data
Nature of risk: Copilot may access or process files containing
special category data (e.g. health, SEND, ethnicity, religion) or
safeguarding information stored within Microsoft 365.

Mitigation: AIT will work with the Trust to restrict Copilot’s
access to specific data repositories, ensuring compliance with
the Trust’s Data Protection and Retention Policies. Data
classification, encryption, and auditing will protect any special
category information.
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‘ REVOLUTION

Lack of user understanding or misuse of Al functionality
Nature of risk: Users may not fully understand Copilot’s
limitations, leading to over-reliance on Al, poorly worded
prompts, or inappropriate sharing of data.

Mitigation: AIT will deliver structured user training and
guidance on responsible Al use, prompt hygiene, and data
verification. Regular refresher sessions will reinforce good
practice and responsible use standards.

Security vulnerabilities or dependency on third-party systems

(Microsoft)

Nature of risk: As a cloud-based solution, Copilot relies on
Microsoft’s infrastructure. Any service outage, configuration
error, or processor breach could impact data integrity or
confidentiality.

Mitigation: AIT will ensure that Copilot is implemented in line
with Microsoft’s UK GDPR-compliant framework, maintaining
encryption, audit logging, and regular security reviews.
Microsoft’s DPA and certifications (ISO 27001, 1SO 27701) will
be verified and recorded.
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‘ REVOLUTION
Step 6: Identify measures to reduce risk

Identify additional measures you could take to reduce or eliminate risks identified as medium or high
risk in step 5

Risk Options to reduce or eliminate risk Effect on risk | Residual risk | Measure
approved
Eliminated Low medium | Yes/no
reduced high
accepted
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‘ REVOLUTION
Step 7: Sign off and record outcomes

Item Name/date Notes

Measures approved by: Trust CEO Integrate actions back into project
plan, with date and responsibility for
completion

Residual risks approved by: Head teacher If accepting any residual high risk,

consult the ICO before going ahead

DPO advice provided: Yes DPO should advise on compliance,
step 6 measures and whether
processing can proceed

Summary of DPO advice:

[DPO Advice provided]

DPO advice accepted or overruled by:
[Yes/No]

If overruled, you must explain your reasons

Comments:

[DPO Advice provided]

Consultation responses reviewed by:
[Insert name]

If your decision departs from individuals’ views, you must explain your reasons

Comments:

[Comments provided]

This DPIA will kept under [Insert name] The DPO should also review ongoing
review by: compliance with DPIA
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